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Dark patterns

Interface design techniques that use knowledge of human behaviour to 
attempt to deceive or steer users and nudge them into making 
decisions that are not in their best interests (Gray et al, 2018; Mathur et al, 2019)
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The most prevalent (Lupiáñez-Villanueva et al., 2022):

1) Hidden information / false hierarchy

2) Preselection

3) Nagging

4) “Roach motel”

Source: https://darkpatterns.uxp2.com



Some facts about dark patterns…
(Luguri & Strahilevitz, 2019; Lupiáñez-Villanueva et al., 2022)

1. 97% of the 30 most popular websites and apps used by EU
consumers deployed at least one dark pattern.

2. Commonly combined.

3. Information seems not to be a real solution to all dark patterns.

4. Not all have the same impact on the user’s behaviour. 

5. User profile influences the effectiveness of dark patterns.



Regulation under the EU Law

GDPR (Regulation (EU) 
2016/679)

o Principles:

Fairness, transparency, data 

protection by design… (arts. 5, 12, 

25.1)

o Consent requirements (arts. 4(11), 7) 



Regulation under the EU Law

Consumer Rights Directive 
(Directive 2011/83/EU)
o Precontractual information (arts. 6, 8)
o Express consent for additional 
payments (art. 22)

Unfair Contract Terms Directive 
(Directive 93/13/CEE)
o Transparency (arts. 4(2), 5)
o No pre-ticked boxes for accepting 
general clauses.
o Unknown/difficult to avoid 
automatic renewals (Annex 1(h))



Regulation under the EU Law

Unfair Commercial 
Practices Directive 
(Directive 2005/29/EC)

o Prohibited commercial 
practices list (Annex I)

o Misleading & aggressive 
practices (arts. 6-7 & 8-9)

o General unfairness clause

Bait and switch (no. 5, 6)
Urgency (no. 7)
Scarcity (no. 18)
Prizes without awarding 
(no. 19, 31)

Trick questions to confuse
Hidden information/costs

Nagging
Confirmshaming



Regulation under the EU Law

Digital Services Act (Regulation (EU) 2022/2065)

Article 25. Online interface design and organisation

1. Providers of online platforms shall not design, organise or operate their online interfaces in a way 
that deceives or manipulates the recipients of their service or in a way that otherwise materially 
distorts or impairs the ability of the recipients of their service to make free and informed decisions.

2. The prohibition in paragraph 1 shall not apply to practices covered by Directive 2005/29/EC or 
Regulation (EU) 2016/679.

3. The Commission may issue guidelines on how paragraph 1 applies to specific practices, notably:

(a) giving more prominence to certain choices when asking the recipient of the service for a decision;
(b) repeatedly requesting that the recipient of the service make a choice where that choice has already been made, 
especially by presenting pop-ups that interfere with the user experience;
(c) making the procedure for terminating a service more difficult than subscribing to it.

(a) Manipulation using the format of the information
(b) Nagging
(c) Roach motel 
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General Data Protection 
Regulation

Regulation under the EU Law

Consumer Rights Directive

Unfair Contract Terms 
Directive

Unfair Commercial Practices 
Directive

Digital Services Act

Proposal to amend UCPD

+ 2 prohibited practices Annex I:
- Manipulation the format of information
- Roach Motel

+ 1 misleading practice (“via the structure, design 
of functionalities of an online interface”)
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Data Act Proposal

Art. 6.2.a): exercise of 
rights unduly difficult; 

non-neutral design; coerce, 
deceive or manipulate

AI Act Proposal

Art. 5: subliminal 
techniques/exploitation 

vulnerabilites… to distort 
behaviour

! Physical/psychological 
harm



o Interaction between legal norms?

o Specific bans and… many general clauses

oAverage consumer vs. Vulnerable consumer?



Thank you for your attention


